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Introduction and Theoretical Background

This study investigates the strategic exploitation of social media platforms, particularly
Facebook, for information operations that extend beyond traditional disinformation
campaigns, focusing on networks of potentially misleading accounts surfaced daily by
the Vera Al Workflow. These operations employ a wide range of misleading content and
tactics designed to maximize reach and influence and create assets to be repurposed at
later times. Fundamentally deceptive, they manipulate platform algorithms and user
engagement to amplify harmful content, compromising the integrity of digital spaces.
Grounded in the theoretical framework of strategic information operations (Starbird et
al., 2019), the study uses a mixed-methods approach to analyze the intersection of
algorithmic affordances, deceptive tactics, and user-driven amplification dynamics. The
intentions behind strategic information operations vary, including political influence
(Vargo et al., 2018), issue-based campaigns (Huth et al., 2020), and financially
motivated activities (Silverman & Alexander, 2016). However, determining intent remains
methodologically challenging, as actors often disguise their identities and engage in
strategic deception. Deception serves as a key analytical framework, emphasizing the
intentional manipulation of beliefs and behaviors while focusing on the
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actions of deceivers (Chadwick & Stanyer, 2022). According to this framework, we pose
the following research question: Are the strategic information operations identified by the
Vera Al Workflow deceptive?

Strategic information operations leverage algorithm-driven flows and platform
affordances to maximize reach and adaptability (Starbird et al., 2019; Bradshaw &
Howard, 2018). Algorithmic curation prioritizes high-engagement content, often
amplifying outrage, bias-confirming narratives, and misinformation regardless of
accuracy (Al-Rawi, 2019; McLoughlin et al., 2024). The authors thus asked: How do
malicious actors exploit Facebook's platform features to conduct strategic information
operations?

Strategic information operations rely on collaborative coordination through social media
affordances (Starbird et al., 2019; Bennett & Segerberg, 2013). By generating and
amplifying misleading content, these efforts seek to manipulate public discourse and
increase the perceived influence of deceptive narratives (Gleicher, 2018; Allen, 2022).
Against this backdrop, the third research question is: How do users' participatory
endeavors influence the creation and circulation of strategic information operations?

Data and Methods

The study focuses on three case studies—pro-Putin propaganda, online casino
promotion, and adult content spread in poorly moderated groups—identified by the Vera
Al Workflow (Giglietto et al, 2023). The workflow is designed to monitor, detect, and
iteratively update lists of coordinated social media accounts by analyzing behavioral
patterns and interaction metrics. Starting with a seed list of problematic accounts from
academic research, verified fact-checking databases, and investigative findings, it
systematically collects high-engagement and coordinated posts. Between October 2023
and August 2024, the workflow discovered 1,225 Facebook accounts, 10,681
coordinated links, and 2,126 new accounts. It was interrupted on August 14, 2024, due
to CrowdTangle’s deprecation.

We analyzed actors, content, and behaviors, combining a qualitative grounded approach
with a descriptive quantitative analysis of interactions.

Findings

The first case study examines a network of Facebook groups disseminating pro-Putin
propaganda. This operation strategically coordinates content dissemination to promote
political narratives, leveraging automated tools to synchronize distribution and exploit
Facebook’s features to amplify pro-Kremlin messages. The study shows how a blend of
overtly political and seemingly benign content is designed to fabricate an illusion of
widespread grassroots support for Russia’s geopolitical goals, aligning with research on
social media-based propaganda and coordinated amplification strategies (Giglietto et al,
2020).

The second case study investigates a campaign promoting online casinos through
automated and Al-generated content. This operation maintains high visibility and reach
by mass-producing promotional materials and using engagement bait tactics to
manipulate content indexing in users' feeds. We detected a prevalence of content
removed by the platform, showing signs of policy violation.

The third case study delves into the misuse of large, poorly moderated Facebook groups
to disseminate adult content. These groups, often built around fandoms or memes, are
repurposed for illicit activities, including pornographic scams and



engagement manipulation. Weak moderation policies create an environment where
misleading content thrives, often with users contributing to its spread.

Discussion and Conclusions

The study underscores significant governance and policy implications, advocating for
robust strategies to mitigate these operations. However, Meta'’s recent rollback of
fact-checking initiatives raises concerns about its commitment to mitigating these threats
(Kaplan, 2025), particularly given the already limited enforcement of its policy and terms
of service. The findings emphasize the vital role of external researchers in detecting
deceptive practices and the need for scalable, platform-agnostic solutions to monitor
and combat these threats effectively.

The research also addresses the growing challenges posed by restricted access to
social media data, which hinder efforts to counter these threats. The discontinuation of
tools like CrowdTangle and the limited functionality of Meta’s Content Library API create
barriers to replicating this research across multiple social media platforms. Despite
these challenges, the study calls for greater investment in accessible monitoring tools
and transparent data-sharing mechanisms between platforms, regulators, and
researchers.

The presentation will describe the three case studies in light of the current scenario,
highlighting the critical need for enhanced social media governance and monitoring tools
to combat deceptive information operations.
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