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Introduction

In 2024, Safernet Brasil recorded 4,289 complaints of online violence or discrimination
against women, making it the third most common complaint that year. When focusing on
content aimed at minority groups, violence against women (VAW) accounts for the
highest number of reports, a trend since 2018. Women's social vulnerability, online and
offline, positions them as primary targets of online hate speech (Lucas, Gomes,
Salvador, 2020; Parekh, 2012). They face various violent practices, including doxxing,
revenge porn, stalking, and harassment, that can be understood as gender-based
violence. The high tolerance for such violence often leads to gendered hate speech
being overlooked (Richardson-Self, 2018) and many young women view it as a normal
aspect of their online experience (Marwick, Caplan, 2018).

Literature describes violent practices targeting women using terms such as "gendered
cyberhate," "gendered e-bile" (Jane, 2017), "cybersexism" (Poland, 2016), and
"gendertrolling" (Mantilla, 2013). Additionally, the literature highlights growing
phenomena on digital platforms, including gender-based political violence and gendered
disinformation, which involve practices like coordinated abuse and gender-based
defamation (Judson, 2021). Women in public roles or those expressing feminist views
are often targeted for online violence. Yet, this issue continues to be framed as a
women’s problem rather than a democratic one (Di Meco, 2019; Soto & Sanchez,
2019). Consequently, many women adopt male personas online, alter their online
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consumption and engagement habits, withdraw from the internet altogether (Jane,
2017), and are discouraged from participating in public debate (Sessa, 2020).

Various aspects of the internet contribute to online VAW, including invisibility, instant
interactions (Brown, 2018) and digital platforms business models, visibility regimes, and
content moderation (Gillespie, 2018). Digital Platforms advocate for minimal regulation
and claim neutrality, protecting their market positions while obscuring the lack of
autonomy in decision-making through implicit interventions in their user policies
(Gillespie, 2010; Mielli, Romanini, 2021). Platform governance relies on terms of service
and content guidelines, aiming to encourage positive online behavior while minimizing
aggression and antisocial conduct (Flew, Martin, Suzor, 2019).

This paper examines how Twitch, YouTube, Instagram, and TikTok govern
gender-based violence in their user policies. We conducted documental research of
their Terms of Use, Community Guidelines, and related documents, focusing on the
following VAW practices: stalking, doxxing, leaking intimate photos, hate speech,
harassment, sexual harassment, gender-based disinformation and political violence.

Method

This work aims to highlight aspects of platform governance regarding VAW, specifically
how these platforms propose to self-regulate content within their spaces. We focus on
their understanding—or lack thereof—of online VAW, drawing on previous studies that
explore platform governance around hate speech (Santos et al., 2023). Through
documental research (Sa-Silva, Almeida, Guindani, 2009), we consider that Terms of
Use and Community Guidelines shape perceptions about the platform and are aimed at
users, stakeholders and governments alike (Gillespie, 2018).

We analyze four platforms with different video formats: Instagram, YouTube, TikTok, and
Twitch'. Documents selection for analysis began with the Terms of Use, which reference
Community Guidelines detailing permissible and impermissible actions on each
platform. We included documents linked on their respective pages that were directly
relevant to our investigation. Since this paper is part of a broader study on online VAW
in Brazil, we incorporated documents in Portuguese, using the English versions only
when they were the only ones available. The documents were collected in February
2025 and saved in PDF format due to their frequently updated nature. Our analysis
focuses on four aspects: types of restrictions on VAW-related content; how gender
appears in the documentation; proposals for combating online VAW; and identification of
other vulnerabilities faced by women in these spaces.

Preliminary Results

' Instagram, TikTok, and YouTube were among the ten platforms that received the most VAW complaints
from Safernet Brasil in 2024.



The platforms studied use a combination of automated and human content moderation,
triggered by user complaints and proactive measures?. Instagram, YouTube, TikTok, and
Twitch prohibit the circulation of hate speech based on protected characteristics
(including gender and sex), as well as sexual harassment, non-consensual sharing of
intimate images, harassment, bullying, and doxxing. Notably, since January 2025,
Instagram has classified certain offenses based on protected categories as ‘Level 2,
which are permitted (although not recommended), such as ‘claims of mental iliness or
abnormality when based on gender or sexual orientation, considering political and
religious discourse on transgenderism and homosexuality, as well as the common and
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non-literal use of terms such as “queer”.

In their disinformation policies, TikTok and Twitch prohibit content that spreads
disinformation targeting protected groups (including gender). YouTube and Instagram,
however, do not reference protected characteristics in their disinformation guidelines.
While TikTok and YouTube restrict political disinformation, neither specifies policies
addressing gender-based political violence. TikTok and Instagram adopt a more lenient
approach in their harassment and bullying policies, allowing “some negative or critical
comments or images” about public figures without acknowledging the heightened
vulnerability of women in these roles. Twitch uniquely prohibits stalking, a practice not
addressed by the other platforms, and has specific policies regarding harassment or
hate speech on “usernames and account display names” and video game content that
has been modified by the user.

However, none of the platforms have content moderation policies explicitly designed for
online VAW, nor do they propose targeted strategies for tackling it. Policies may cover
some types of VAW, but mentions of gender are rare and often presented only as
examples. Also, the guidelines don’t consider the effects of combined violence
practices. Gender appears explicitly as a protected category primarily in hate speech
sections. Also, on Twitch and TikTok, participants are encouraged to take responsibility
for keeping the platform a safe environment for themselves (in cases of harassment, for
example), using tools that make it possible to restrict the visibility of content or forms of
interaction.

TikTok maintains a Transparency Center, publishing four annual reports on community
guideline enforcement. These reports detail removals by platform policy categories but
lack a gender breakdown — the same goes for Instagram and YouTube. TikTok also
offers a Safety Center with resources to help users foster a safe environment. Although
gender and sexuality are addressed in guides for the LGBTQ+ community, there is no
content on vulnerabilities faced by women. Instagram has initiatives aimed at
proactively detecting and mitigating the spread of non-consensual sharing of intimate

2 In January 2025, the founder and CEO of Meta, Mark Zuckerberg, announced changes to content
moderation, which are not yet planned to be applied in Brazil but have already appeared in Instagram's
guidelines. As a result, moderation will only be applied to legal violations and those considered of high
severity, and Instagram will rely on reports. In cases considered of lesser severity, users themselves will
be able to add notes (Meta Platforms, 2025).



images and provides guidelines for addressing and reporting it. Twitch, however, lacks
information on content removal reports or resources for preventing online violence.

Regarding policies addressing other vulnerabilities faced by women, TikTok, Instagram
and YouTube have rules on content about eating disorders and body image. TikTok,
restrict this type of content to people over 18 and make it not eligible for
recommendation in the ‘For you’ feed. The platform's documents indicate that its system
does not make subsequent recommendations for videos about diets ‘to ensure that it is
not viewed too often’.
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