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Introduction

Darknet markets, also known as cryptomarkets, emerged as significant conduits for illicit
drug sales throughout the 2010s and expanded to over a hundred platforms (e.g.,
Aldridge & Décary-Hétu, 2016; Dolliver & Kuhns, 2016; Gehl, 2018). Nowadays, a
plethora of new sites have surfaced across various countries, engaging in the sale of
illegal substances.

Recently, we have seen a burgeoning interest in studying online drug trade and
cryptomarkets. Most scholarly efforts have been directed toward various aspects,
including the substances sold and the scale of this trade (Morelato et al., 2020; Sudan
et al., 2023). Additionally, user knowledge of these substances, secrecy and anonymity
strategies, and building trust among participants have been studied (Bancroft, 2017;
Grimani et al., 2020; Holt et al., 2016; Nurmi et al., 2017; Tzanetakis & South, 2023).

While these studies have significantly expanded our understanding of the scope of drug
sales on the dark web, a comprehensive grasp of how these sites serve as spaces for
individuals to construct and negotiate their identities, hence engaging with others,
continues to elude the researchers (Harviainen et al., 2020). Additionally, the
connection between these online identities and the broader identities prevalent within
the so-called drug subculture or the social worlds of drug users (Sandberg, 2013;
Wanke et al., 2022) still needs to be better understood.

The article aims to understand how users of darknet cryptomarkets curate their online
personas, examining the formation of their identities and how these identities
correspond with their self-perceptions and the images they wish to project. This inquiry
centers on a case study of Cebulka, the largest Polish-language cryptomarket which
hosts a variety of threads initiated by vendors. Each thread includes an opening post
that contains advertisements, followed by subsequent posts featuring user comments.
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Although the study focuses specifically on one site, its findings have broader
implications for several fields, as discussed in the concluding section.

Methods

The methodology employed in this study involved a dual-stage approach, integrating
conventional content analysis (CCA) grounded in meticulous close-reading techniques
(Hsieh & Shannon, 2005) with in-depth interviews of both vendors and buyers active on
Cebulka. The first phase involved a comprehensive CCA based on the whole site’s
content scrapped in three waves, i.e.: January 2023; June 2023, and January 2024.
8,170 sampled posts have been analyzed, encompassing both sales offers and the
comments that followed these offers. This stage was dedicated to a detailed
examination of how vendors formulate their advertisements and how they convey their
identities, leveraging text and imagery. Furthermore, the feedback provided by
customers was analyzed with a focus on their satisfaction levels with the transactions
and perceptions of the drug’s qualities. This comprehensive analysis aimed to uncover
the nuanced strategies of vendors’ and buyers’ presentation within the cryptomarket’s
ecosystem.

The insights from the CCA informed the second stage, which leveraged in-depth
interviews (n=10) carried out in in-person and encrypted online communication channels
from June 2023 to January 2024. This phase was about shedding more light on the self-
conscious nature of online identity activities (Wessels, 2012) identified during the first
stage. Additionally, interviews emphasized how Cebulka’s users manage their online
impressions (Berkelaar, 2017). The semi-structured interviews spanned a range of
topics, including the behaviors and practices of both vendors and buyers, how these
individuals choose to present themselves within the community, and the distinctive
patterns of communication that emerge among users. Furthermore, perceived
differences between drug users involved in darknet and traditional trading were
investigated.

Results

Traditionally, some drug dealers attract customers by offering high-quality products and
services, relying on word-of-mouth to enhance their credibility and, consequently, their
profits (Coomber, 2003; Tzvetkova et al., 2016). This principle holds significant
relevance and is a hallmark for vendors operating in Cebulka, where customer feedback
in the form of positive comments plays a crucial role in informing others about the
transaction experience. The CCA reveals that Cebulka’s vendors engage in extensive
promotional campaigns, highlighting the quality and variety of their offerings. These
sellers construct their brand identities through pricing and diverse marketing strategies
that include consistent and vivid visualizations, detailed descriptions, and product
validations through laboratory testing. Meanwhile, consumers contribute to this
ecosystem by sharing detailed feedback.

The interviews revealed an even more nuanced landscape, with statements organized
into several subcategories and six primary categories, each denoted by the letter ‘C’
followed by a corresponding number (e.g., C1). A key finding is the universal distinction



made by respondents between themselves and clear web trading and street trading
(C1). This distinction holds for both vendors and consumers who perceive their activities
as superior to traditional street-level trading, often associated with shadowy figures in
back alleys or with organized crime and non-safe social media trading. Moreover, a
unanimous emphasis was placed on the enhanced knowledge possessed by those who
operate in the Cebulka, compared to the traditional street market (C2). The interviewees
pointed out the inferior quality and limited selection of drugs available outside the
darknet (C3). This self-perception of heightened awareness regarding the substances
they handle—encompassing their types, effects, and dosages—positions them as
quasi-experts or connoisseurs (C4). The respondents also shared a belief that the
darknet attracts individuals of higher social status (C5), defined not just in conventional
terms like education but also through a distinctive ‘approach’ to drugs or the technical
savvy required for safely navigating the darknet. Moreover, the interviewees
underscored the clear separation between a person’s darknet persona and their ‘real-
life’ identity, encompassing the various roles and duties they assume in their family and
professional lives (C6).

Discussion

Cebulka’s users craft their identities based on the distinctions outlined, viewing
themselves as an elite cohort within the drug user community. This perception
manifests in their communication regarding product quality and brand development and
in a subjective feeling of superiority and distinction from the average drug user.

This observation has significant implications for various interconnected areas. The
article illustrates that the identities of individuals engaged in trade on the darknet are
shaped collectively. Hence, social identity theory is pivotal in understanding the
behavior and interactions of individuals on platforms like Cebulka (Flanagin et al.,
2014). Additionally, theories of performance play a crucial role in explaining the
formation of these identities (Talbot et al., 2022), emphasizing how users of these
specific sites construct their digital personas. Unlike many studies that suggest a direct
translation of offline identities to online (Hatef, 2022; Huynh et al., 2013), this research
indicates a complex interaction between digital and ‘real-life’ personas or even a
separation, rather than a straightforward connection.

This study aims to bridge the research gap highlighted in the Introduction. As such, it
endeavors to unravel the complexities of drug trading within the darknet context,
contrasting it with conventional trading methods and more accessible platforms on the
clear web. This investigation is also crucial for understanding the broader subculture of
drug users, suggesting that individuals active on the dark web might forge distinct
identifications and identities. This paper sheds new light on symbolic boundaries among
drug users (Copes, 2016), and also disrupts the traditional view of drug traders class
background (Berger et al., 2023). Such insights could significantly influence efforts in
harm reduction and the development of prevention policies.
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