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Introduction

Online privacy is an important matter for internet users, and concerns about its loss may
cause them to refrain from online activities (Baruh et al., 2017). One way internet users
can reduce potential threats to their privacy is by adjusting their privacy settings or using
privacy enhancing software (Park, 2013; Trepte, 2021; Youn, 2009). Such privacy
protection behaviors (PPBs) depend on socio-demographic characteristics and digital
engagement because individuals’ social roles and life stage determine their privacy
needs (Epstein & Quinn, 2020; Laufer & Wolfe, 1977; Petronio, 2002). PPBs also
depend on individuals’ appraisal of and ability to cope with a potential and/or actual
threat (Li, 2012; Rogers, 1983). Research has shown that privacy concerns (threat
appraisal) and online privacy literacy (OPL; coping ability) are two important factors that
increase the frequency and diversity of PPBs, and that OPL might moderate the
influence of privacy concerns on PPBs because a certain level of literacy is required to
understand privacy threats and employ appropriate protective measures (Li, 2012;
Ortloff et al., 2021; Schubert et al., 2022).

Although previous research has examined antecedents of PPBs, it has rarely made
clear distinctions and comparisons between the contexts in which different privacy
threats arise in (Ortloff et al., 2021; Epstein & Quinn, 2020; Masur et al., 2021; Yun et
al., 2019). This is a somewhat surprising omission, as context plays a major role in
individuals’ privacy perceptions and behaviors (Nissenbaum, 2010). Bazarova and
Masur (2020) suggested that researchers should take these differences into account,
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proposing a distinction between two major contextual units relevant to privacy: The
horizontal level, which includes individuals’ relationships with other internet users
(acquaintances and strangers), and the vertical level, which includes individuals’
relationships with institutions (companies and governments).

Given this gap in the literature, it is important to compare the same set of antecedents
at the general (i.e., where contextual specifics are omitted), vertical, and horizontal
levels and investigate potential differences in their effects on PPBs among levels. Thus,
this study examined how socio-demographic characteristics, digital engagement,
privacy concerns, and OPL influence PPBs at the general, vertical, and horizontal
levels, and assessed whether OPL moderates the influence of privacy concerns on
PPBs (Figure 1). Accordingly, two research questions (RQs) were posed: (1) How do
socio-demographic characteristics, digital engagement, privacy concerns, and OPL
influence PPBs at the general, vertical, and horizontal levels?; and (2) How does OPL
affect the potential influence of privacy concerns on PPBs at the general, vertical, and
horizontal levels?

Figure 1
Model of privacy protection behaviors

GENERAL / VERTICAL /
HORIZONTAL PRIVACY
PROTECTION BEHAVIORS

GENERAL / VERTICAL /
HORIZONTAL PRIVACY
CONCERNS

N

SOCIO-DEMOGRAPHICS:
- Gender

- Age

- Income

- Education

DIGITAL ENGAGEMENT:
- Ubiquity of Access

- Number of Social Media

ONLINE PRIVACY
LITERACY

Method

To answer the RQs, we tested three linear regression models on a nation-wide sample
of 1,015 internet users aged 18+ from Slovenia. Respondents were recruited from the
largest Slovenian access panel. The data were collected by means of a web survey in
October 2022. OPL was measured using the Online Privacy Literacy Scale (Masur et
al., 2017), vertical and horizontal privacy concerns using scales from Masur (2019), and
vertical and horizontal PPBs using scales from Epstein and Quinn (2020). Questions on
socio-demographic characteristics and digital engagement were adapted from Blank
and OxIS (2019). The items were translated by one author and an assistant, reviewed
by experts, and assessed for clarity by five internet users. The validity of the measures
was confirmed through confirmatory factor analyses (Kline, 2015). Items were then
averaged to obtain scale scores. To obtain scores for general privacy concerns and



PPBs, the vertical and horizontal scales for each were averaged. Three regression
models were tested for each type of PPBs (general, vertical, and horizontal): (1) socio-
demographic characteristics (i.e., gender, age, income, education) and digital
engagement (i.e., ubiquity of access—measured as the number of devices used to
access the internet—and the number of different social media used); (2) socio-
demographic characteristics, digital engagement, privacy concerns, and OPL; and (3)
socio-demographic characteristics and digital engagement, privacy concerns, OPL, and
the interaction term between privacy concerns and OPL.

Results

Regarding RQ1, the results showed that age had a negative and number of social
media used a positive effect on PPBs at all levels, while income had a negative and
ubiquity of access a positive effect on general and horizontal PPBs. Gender had no
effect on general PPBs, although females were more likely than males to engage in
horizontal PPBs, but less likely to engage in vertical PPBs. Education had no effect.
Privacy concerns and OPL both had a statistically significant positive influence on PPBs
at all levels (general, vertical, and horizontal). Comparisons of regression coefficients
among levels revealed statistically significant differences between the effects of gender,
age, and privacy concerns on PPBs at the vertical compared to the horizontal levels.
With reference to RQ2, the results suggested that OPL does not moderate the effects of
privacy concerns on PBBs at any level.

Discussion and Conclusion

This study examined the differences in antecedents of PPBs at the general, vertical,
and horizontal levels (RQ1). It revealed that examining PPBs only at the general level
obscures important differences in the effects of the same variables on PPBs at the
vertical and horizontal levels. In terms of socio-demographic characteristics, the
analysis showed that males have higher levels of vertical PPBs but lower levels of
horizontal PPBs, and that age has a stronger influence on horizontal than on vertical
PPBs. These findings are consistent with the literature which suggests that males and
females have different perceptions of what should be kept private (Petronio, 2002),
while younger people have different privacy needs than older people (Laufer & Wolfe,
1977). Furthermore, privacy concerns had a stronger influence on PPBs at the
horizontal than at the vertical level. This suggests that horizontal privacy concerns are
more easily translated into protection from other internet users, presumably because
related privacy protections are more readily available and easier to employ compared to
privacy protections against institutions (Heyman et al., 2014). Interestingly, no
significant differences were found in the effect of OPL on PPBs across levels. This
implies that if people are more privacy-literate they protect their privacy more generally
(Masur, 2020). We also examined the potential moderating effects of OPL on the effect
of privacy concerns on PPBs at different levels (RQ2). However, contrary to some
previous research (Ortloff et al., 2021; Schubert et al., 2022), no significant moderating
effects were found. Nevertheless, the absence of moderation instills optimism, as it
suggests that greater concerns lead directly to protective actions, irrespective of users’
OPL.



This study extends previous research by comparing the antecedents of PPBs between
the general, vertical, and horizontal levels. Findings suggest that although users often
engage with both other users and institutions in the same online environment (e.g.,
social media platforms), vertical and horizontal levels should still be examined
separately, as the nuances of each level are otherwise obfuscated. Future research
could explore differences between the vertical and horizontal level further, possibly
incorporating additional factors such as personality traits or cultural characteristics,
investigating specific e-services, or extending the comparisons to other privacy
behaviors. Such endeavors are important because the online environment is a complex
socio-technical system, and a holistic understanding of internet users’ privacy-related
behaviors requires systematic and comparative analyses of different online contexts.
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