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Background 
 
The future of work is increasingly intertwined with the widespread collection of 
employee data for workplace monitoring, safety and efficiency tracking, predictive 
analytics, and performance evaluations (Mateescu & Nguyen, 2019). While surveilling 
employees has existed as long as there has been employment, there is newfound 
interest in the use of digital monitoring tools: a 2019 study of 239 large corporations 
found that 50% were using “nontraditional” surveillance methods, including logging and 
analyzing phone calls, scrutinizing emails and social media posts, and tracking who 
attends meetings, an increase from 30% four year earlier (Wartzman, 2020).  
 

Recent advances in pervasive monitoring and data collection in the workplace include 
the use of prediction and flagging tools, biometrics data collection through sensors and 
microchips, remote monitoring and GPS tracking, and algorithmic management. 
Increasingly, these data are used to make meaningful decisions about employees—
including whether they should be hired, promoted, or fired—based on faceless 
algorithmic processes (Köchling & Wehner, 2020). Most concerning is that such 
surveillance practices and impacts are not evenly distributed across workers (Levy, 
2016; Rosenblat & Stark, 2016).  
 

The COVID-19 lockdowns caused significant shifts in work practices—and in workplace 
monitoring. While unemployment soared in some sectors, many office workers began 
working from home. Early evaluations suggest this shift has not reduced the amount of 
work-related surveillance. Rather, it has spawned renewed interest in monitoring those 
working-from-home with increasingly invasive tools, including monitoring software to 
record employees’ web browsing and active work hours, monitoring attentiveness in 
videoconferences, and mandating always-on webcam rules (Harwell, 2020). Even when 



 

 

employees return to the office, additional measures will likely be taken to track 
everything from location to body temperature to coworker proximity (Hepler, 2020). 
 

This study begins unpacking the sociotechnical implications of shifting work surveillance 
practices due to COVID-19, focusing on how evolving and emergent workplace 
surveillance practices may impact workers. We are motivated by the concern that as 
pandemic restrictions ease, employers may continue to extend at-home surveillance 
practices while also instituting new monitoring in the workplace. This “function creep” 
(Ball, 2010) raises concerns that increased digital surveillance will lead to reduced 
agency, control, and independence at work (Ganster & Fusilier, 1989), no matter where 
those activities are taking place.  
 

Study Overview 

This study was motivated by two research questions: 
 

RQ1: What concerns do American office workers have about workplace 
surveillance practices while working from home? 

RQ2: What concerns do American office workers have about workplace 
surveillance practices when they return to the office? 

 

Our survey instrument was designed for workers who had been affected by pandemic 
restrictions. The survey included demographic and background questions, and asked 
questions about respondents’ work environment before and during the pandemic, 
including their perceived job security, satisfaction, stress, and control, as well as the 
monitoring practices used by their employer.  
 

The survey also included factorial vignettes (Wallander, 2009) to address our RQs and 
unpack how multiple factors affect workers’ attitudes toward workplace monitoring. 
Respondents viewed 35 scenarios; each scenario had the same format, with four 
factors that randomly changed in each scenario. These factors were derived from 
Nissenbaum’s (2010) work on privacy as contextual integrity: data attributes, the 
purpose for data collection, the actors who would see data collected, and the 
transmission principle associated with data collection. By using contextual integrity as a 
guiding framework, we can identify workers’ “pain points” regarding information flows in 
the workplace. See Figure 1 for an example vignette from the study. 
 

Data was collected in November 2020 via Qualtrics, which was contracted to recruit 
American adults who had been employed by the same company since at least the 
beginning of 2020 and who worked at home for at least part of the pandemic. After data 
cleaning, the final dataset included 645 respondents (53% male, 84% White, average 
age=44). Most respondents (77%) had at least a bachelor’s degree, and the most 
common jobs were in Information Technology (23%), Business/Finance (15%), and 
Education (14%). 
 



 

 

 
Figure 1. Sample vignette from the survey. 

 

 

Overview of Results 

We first conducted a series of paired t-tests to compare respondents’ attitudes toward 
their work environment before the pandemic with their attitudes in November. Over the 
course of the pandemic, workers reported a significant increase in their job stress and 
decreases in their job satisfaction, security, and knowledge of how their employer 
monitored them.  
 

When asked about the types of monitoring their employer conducted at the start of 
2020, 78% selected at least one from a list of options; 12.9% said their employer did not 
monitor them, while 9% were unsure. Monitoring time and attendance (61.4%), work 
email (40.5%), physical location (32.9%), and network access (28.9%) were most 
common. However, when asked whether their employer had begun using new 
technologies or changed workplace monitoring policies, 23% were unsure, suggesting 
confusion about what policies may have changed due to the pandemic.  
 

Because each respondent read 35 vignettes, our dataset includes more than 22,000 
evaluations of how appropriate and concerning a scenario was perceived. We used 
linear mixed models to identify differences in factors while controlling for repeated 
responses from each respondent. Through this approach, we were able to identify 
specific data attributes, purposes, actors, and transmission principles that are most 
likely to be viewed as problematic forms of workplace monitoring. Full results will be 
shared in the conference presentation. 
 

Discussion and Implications 

COVID-19 upended work in many ways and forced companies and employees to 
reconsider best practices for getting work done—both in the traditional workplace as 
well as at home. This blurring of public and private boundaries now under surveillance is 
concerning, as is the potential for such surveillance practices to continue after the 
pandemic. This study provides insights into workers’ perceptions of current workplace 



 

 

monitoring practices and, more importantly, their concerns regarding potential future 
uses of workplace monitoring. It also raises questions about how such reductions in 
privacy and independence at work may have negative outcomes on worker productivity, 
satisfaction, and well-being. 
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