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1. IQWURGXFWLRQ
IQ WhiV abVWUacW Ze VhRZ Whe UeVXlWV Rf aQ iQWeUdiVciSliQaU\ UeVeaUch iQ Zhich Ze aXdiW fake
hXmaQ faceV (deeSfakeV) geQeUaWed b\ Whe ZebViWe ThiV PeUVRQ DReV NRW E[iVW (TPDNE),
aQd diVcXVV hRZ WhiV V\VWem caQ helS SeUSeWXaWe QRUmaWiYiWieV VXSSRUWed b\ a
deSeQdeQc\ RQ a limiWed daWabaVe. OXU aQal\ViV fRcXVeV RQ Whe ³defaXlW geQeUic face´ Ze
cUeaWed b\ RYeUlaSSiQg UaQdRm VamSleV Rf fake faceV geQeUaWed b\ TPDNE'V algRUiWhmV.
IQdeSeQdeQWl\ Rf Whe gURXS Rf fake hXmaQ faceV VamSled, Whe Vame geQeUic ZhiWe face
alZa\V aSSeaUed aV a UeVXlW (Fig. 1).
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Fig. 1: ³DefaXlW geQeUic face´ ± RYeUlaSSiQg 3000 UaQdRm fake faceV b\
TPDNE. CUediW: BeUQaUdR FRQWeV aQd LXcaV N. SeTXeiUa / GAIA

FaceV algRUiWhmicall\ geQeUaWed aUe SaUW Rf Whe imSURYemeQWV iQ Whe CV field ViQce 2014,
ZiWh Whe deYelRSmeQW Rf a machiQe leaUQiQg iQfUaVWUXcWXUe called GeQeUaWiYe AdYeUVaUial
NeWZRUk ± GAN (GRRdfellRZ eW al., 2014). The iQcUeaVe Rf haUdZaUeV SURceVViQg
caSaciWieV made Whe iQWeQViYe XVe Rf WhiV iQfUaVWUXcWXUe Yiable, UeceQWl\ allRZiQg Whe
cRQVWUXcWiRQ Rf mRUe UealiVWic imageV Rf hXmaQV, aQimalV aQd RbjecWV fURm Whe QeZ GANV
kQRZQ aV SW\leGAN (KaUUaV eW al., 2019) aQd SW\leGAN2 (KaUUaV eW al., 2020; Nie eW al.,
2020).

CUeaWed iQ 2019, TPDNE iV Whe UeVXlW Rf XViQg WhiV laVW VSecific GAN aQd iW ZaV RQl\
achieYable WhaQkV WR Whe XVe Rf Whe daWabaVe Rf Ueal hXmaQ faceV fURm Whe
FlickU-FaceV-HQ daWabaVe, ZiWh 70 WhRXVaQd high defiQiWiRQ imageV. EYeU\ Wime Whe
ZebViWe iV UefUeVhed, iWV AI UeQdeUV a QeZ (aQd fake) hXmaQ face.

The UiVe Rf CV haV SURmSWed VeYeUal debaWeV VXch aV Whe ³algRUiWhmic iQjXVWiceV´ (NRble,
2018). IQ WhiV UeVeaUch Ze aUe SaUWicXlaUl\ iQVSiUed b\ VSecific aQal\ViV Rf daWaVeWV VXch aV
Whe aXdiWiQg RQ ImageNeW cRQdXcWed b\ PUabhX aQd BiUhaQe (2020), aQd alVR Whe VRcial
aQd cXlWXUal imSacWV WhaW WhRVe V\VWemV UeflecWV iQ VRcieW\ aSSURachiQg cXlWXUal aVSecWV
(MiQW] eW al., 2019) RU WR ceUWaiQ SheQRW\Sic VXbgURXSV (BXRlamZiQi aQd GebUX, 2018).

Fig. 2: SamSleV Rf fake hXmaQ faceV geQeUaWed b\ TPDNE.

2. MHWKRGRORJ\
We fiUVW bXilW a daWabaVe ZiWh 4100 fake hXmaQ faceV WakeQ fURm TPDNE ZebViWe Yia Zeb
VcUaSiQg. TheQ, Ze aQal\Ved Whem WhURXgh a P\WhRQ laQgXage VcUiSW cUeaWed b\ XV, aQd
diVcXVVed behaYiRXUV ideQWified iQ WhiV SW\leGaQ2. OXU aQal\VeV aUe baVed RQ Whe XVe Rf
VSecific imageV cUeaWed fURm a VXbVeW Rf RYeUlaSSiQg fake hXmaQ faceV aYailable iQ RXU
daWabaVe. TheVe UeVXlWiQg imageV, called heUe ³clXVWeU-imageV´, ZeUe made fURm Whe
RYeUlaSSiQg Rf N aUbiWUaU\ imageV geQeUaWed b\ Whe TPDNE'V algRUiWhmV.



3. WKaW GRHV WKLV IaFH WHOO XV?
3.1.  A IaFH WKaW LPSRVHV LWVHOI LQGHSHQGHQW RI WKH VHOHFWLRQ LQ WKH GaWaVHW
TR SURYe WhiV VWaWemeQW, Ze fiUVW cUeaWed Vi[ ³clXVWeU-imageV´ b\ RYeUlaSSiQg fake faceV
VcUaSed fURm TPDNE (Fig. 3), each fRUmed b\ diffeUeQW amRXQWV Rf imageV. We RbVeUYed
WhaW Whe UeVXlWiQg ³clXVWeU-imageV´ aUe VimilaU: a SeUVRQ ZiWh ZhiWe VkiQ, daUk e\eV aQd
bURZQ haiU, chaUacWeUiVWicV WhaW aUe SUeVeUYed UegaUdleVV Rf Whe QXmbeU Rf diffeUeQW fake
faceV RYeUlaSSed.

Fig. 3: SeW Rf Vi[ imageV UeVXlWiQg fURm RYeUlaSV each ZiWh a
QXmbeU Rf diffeUeQW imageV. The ³clXVWeU-imageV´ A, B, C, D, E
aQd F ZeUe geQeUaWed b\, UeVSecWiYel\, 10, 30, 100, 300, 1000
aQd 3000 imageV WakeQ fURm RXU daWabaVe UaQdRml\ aQd
ZiWhRXW UeSeWiWiRQ.

TR aVVeVV hRZ WheVe ³clXVWeU-imageV´ aUe VimilaU WR each RWheU, Ze cUeaWed a VeW Rf 20
³clXVWeU-imageV´ fRU each YalXe Rf N. IQ each VeW ³clXVWeU-imageV´ ZiWh a fi[ed N, Ze
calcXlaWed Whe meaQ deYiaWiRQ beWZeeQ Whe imageV iQ Whem (Fig. 4). ThiV cXUYe UeYealV WhaW
Whe degUee Rf VimilaUiW\ iQcUeaVeV e[SRQeQWiall\ fRU ³clXVWeU-imageV´ WhaW ZeUe geQeUaWed
ZiWh a laUgeU QXmbeU Rf daWa. FURm mRUe WhaQ 1000 imageV, Ze caQ aVVXme WhaW Whe
³clXVWeU-imageV´ geQeUaWed aUe Whe ³defaXlW geQeUic face´ Rf Whe daWabaVe (Fig.1; E aQd F
iQ Fig. 3). ThiV e[SeUimeQW VhRZV WhaW, ZheQ Ze Walk abRXW Whe TPDNE'V algRUiWhmV, a
laUgeU daWa YRlXme dReV QRW meaQ aQ iQcUeaVe iQ Whe diYeUViW\ Rf UeVXlWV, bXW Whe cRQWUaU\.

Fig. 4: The chaUW UeSUeVeQWV Whe meaQ VWaQdaUd
deYiaWiRQ cXUYe beWZeeQ VeW imageV aVVXmiQg
diffeUeQW YalXeV Rf N, each geQeUaWed b\ 20
diffeUeQW ³clXVWeU-imageV´.

3.2.  FaFHV RI bOaFN SHRSOH aV XQOLNHO\
We alVR aQal\]ed hRZ Whe image daWabaVe behaYeV iQ UelaWiRQ WR VkiQ WRQeV diYeUViW\. FRU
WhiV, Ze VelecWed all Whe faceV Rf black SeRSle fURm a VeW Rf 4100 TPDNE UeVXlWV ± WheUe
ZeUe RQl\ 54 faceV, Zhich UeSUeVeQWV 1.4% Rf Whe ZhRle VeW, Zhich SeU Ve VhRZV WhiV
Uaciali]aWiRQ aQd ZhiWeQeVV Rf Whe daWaVeW. WiWh WheVe imageV Ze geQeUaWed a
³clXVWeU-image´ (A). We alVR VelecWed 54 UaQdRm imageV Rf ZhiWe faceV WR cUeaWe aQRWheU
³clXVWeU-image´ (B) fRU cRmSaUiVRQ (Fig. 5). FiQall\, Ze cRQclXde WhaW Whe ³clXVWeU-image´
geQeUaWed b\ ZhiWe SeRSle iV YiVXall\ mRUe VimilaU WR Whe ³defaXlW geQeUic face´ WhaQ Whe
³clXVWeU-image´ geQeUaWed b\ faceV Rf black SeRSle. ThiV iV emSiUical eYideQce WhaW Whe
cUeaWiRQ Rf fake faceV iV QRW iQdeSeQdeQW Rf chaUacWeUiVWicV VXch aV ZhiWeQeVV imSRVed b\
SURceVVeV WhaW aUe alUead\ hiVWRUicall\ kQRZQ.



Fig. 5: ³ClXVWeU-imageV´ Rf WZR RYeUlaSV: A (54 imageV Rf
diffeUeQW fake faceV Rf black SeRSle) aQd B (54 diffeUeQW
fake faceV Rf ZhiWe SeRSle).

4. WK\ LV WKLV UHVHaUFK LPSRUWaQW?
TheVe UeVXlWV iQWUigXe XV becaXVe Whe\ aUe SaUW Rf a fiUVW geQeUaWiRQ Rf UealiVWic imageV
cUeaWed iQdeSeQdeQWl\ fURm Whe hXmaQ e\e, ViQce Whe\ aUe V\QWheVi]ed VRlel\ b\
algRUiWhmV ± a QeZ chaSWeU iQ Whe hiVWRU\ Rf SRVW-ShRWRgUaSh\ (BeigXelmaQ, 2020). BXW
alVR, SaUWicXlaUl\ becaXVe Whe lack Rf diYeUViW\ Rf TPDNE'V geQeUaWed faceV iV QRW a bXg iQ
WhiV digiWal iQfUaVWUXcWXUe, bXW a UeiQfRUciQg VWaQdaUd d\Qamic WhaW hiVWRUicall\ UegXlaWeV
bRdieV, WeUUiWRUieV aQd SUacWiceV, fURm Zhich Whe cRmSXWeU VcieQceV aUe QRW UemRYed. IW iV
QRW b\ chaQce WhaW BeigXelmaQ (2020) alVR UaiVeV Whe TXeVWiRQ: aUe fake hXmaQ faceV Whe
aQQRXQcemeQW Rf a QeZ eUa Rf Whe eXgeQicV Rf imageV?

Wh\, fRU e[amSle, iV WheUe a geQeUic Vmile RQ ³defaXlW geQeUic face´ aQd iQ all Whe fake
hXmaQ faceV iQ TPDNE? WhaW dReV iW hide fURm XV? ThRXVaQdV Rf SUecaUiRXV cURZdZRUkV
(aV TXUkeUV) RUgaQi]iQg Whe FlickU-FaceV-HQ daWabaVe ma\ be RQe Rf Whe aQVZeUV (KaUUaV
eW al., 2019). The facW WhaW WhiV SW\leGAN ZaV RQl\ SRVVible WhaQkV WR Whe XVe Rf amaWeXU
SeUVRQal imageV SRVWed RQ FlickU (SmiWV aQd WeYeUV, 2021) aQd WakeQ ZiWhRXW Whe cRQVeQW
Rf iWV aXWhRUV alVR WellV XV a lRW abRXW hRZ daWa iV made aYailable WR WUaiQ AUWificial
IQWelligeQce.
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