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Abstract

The term cyberspace was first coined in science fiction (MacKellar, 2019: 13). Since the
1980s, many scholars and organizations have tried to define the concept of cyberspace.
For example, International Telecommunication Union (ITU) defines cyberspace as "the
physical or non-physical domain consisting of all or some of the elements including
computers, computer systems, networks and their software support, computer data,
content data, traffic data and users" (International Telecommunication Union, 2016: 6).
Some theorists assert that cyberspace transcends geographical and national
boundaries and puts pressure on traditional notions of sovereignty and security (Fang,
2018: 14).

In international relations and law, the traditional concept of sovereignty consists of four
principles: 1) every state has the right to monopolies the exercise of certain powers from
the perspective of its territory and its citizens (monopoly of power); 2) all states are
equalized; 3) an official of a state who lives in another state enjoys reciprocal immunity
for various purposes; and 4) sovereignty implies opposition to any extraterritorial (or
international) power interfering or intervening in the affairs of the territory. The scope of
this traditional concept of sovereignty is limited by the UN Charter, which presupposes
the prohibition of the use of force as a premise for the concept of sovereignty and
excludes some substantive areas from the set-aside (e.g., human rights). (Weber, 2010:
12). In the context of global interdependence, it is difficult to maintain an absolute
concept of sovereignty (Bhandar, 2011). With the advent of global telecommunications
infrastructure and the Internet, the scope of sovereign authority is however limited
(Couture and Toupin, 2019: 2308). It is the contradictory nature of the traditional
concept of sovereignty makes sovereignty in cyberspace one of the most controversial
issues in Internet governance today.
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As one of the first concepts to emerge, the concept of 'cyber sovereignty' often appears
alongside the notion of 'national sovereignty'. The similarities and differences between
these two concepts have always been the focus of academic debate. The concept of
cyber sovereignty evolves as a manifestation of data security and geopolitical issues
arising from the digital economy and technological competition. For fear of jeopardizing
sovereignty, many states refuse multilateral modes of cooperation, leading to a
fragmented system of global governance (Stevens, 2017). However, individual national
strategies do not effectively address the problems of cyberspace on a global scale, such
as fake news and cybercrime. Despite the partial transfer of national sovereignty to the
global level after World War Il, such as the WTO, there are currently few multilateral
binding legal instruments and regulations in cyberspace, and collective sovereignty has
not yet been achieved on a global scale. The large differences between developed and
non-developed cyber countries on the issue of sovereignty in cyberspace also make it
difficult to build a global framework for Internet governance.

However, in recent years, the term 'sovereignty' has also been frequently associated
with the terms 'digital’, 'data’ and 'technology'. Various claims of cyberspace
sovereignty, including 'data sovereignty', 'digital sovereignty' and 'technological
sovereignty', have attracted widespread attention. Within this context, in this research,
we examine the various academic positions and governments policies on different
"sovereignty" concepts in cyberspace, and to explore the controversies, evolution and
future development of these concepts.

The paper considers sovereignty in cyberspace as the subject of the study, and
conducts a systematic interdisciplinary (communication, political and legal) study of its
conceptualizations and state policies. The research aims to answer the following
research questions: 1) what are the definitions of the academic community on these
concepts including cyber, 'digital’, 'data’ and 'technology sovereignty; 2) what are the
positions and claims of major governments on these sovereignties; and 3) what are the
overlaps, differences and conflicts between those positions and the underlying reasons?
The purpose of this paper is to explore the process of development of the "sovereignty"”
norms and policies in cyberspace, with particular attention to the positions and claims of
academics and governments.

Methodologically, this paper will use a historical documentary analysis approach. The
types of documents used include two categories: (1) Primary sources: Initiatives, laws,
regulations, drafts, ordinances and strategic proposals issued by governments on
sovereignty in cyberspace; 2) secondary source: academic literatures related to various
concepts of sovereignty in cyberspace, including journal papers, academic conference
reports and books. In this paper, government documents from China, the EU and the
US for the period 2010-2021 will be chosen as the main subjects of study. There have
been a major conceptual and position differences among these countries/regions on the
"sovereignty " in cyberspace, they represent the focus of the debates.
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This study shows that the US, the EU and China have different claims and positions on
cyberspace. The US has a firm grip on the discourse of cyber sovereignty by advocating
an 'America First' and 'multi-stakeholder' model of cyber governance. The European
Union, while largely sharing the US model, has retained its ability to act by introducing
the concepts of "digital sovereignty" and "technological sovereignty". China, on the other
hand, has stressed on the multilateralism and legally binding cooperative sovereignty at
the international level.
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