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Digital sovereignty as infrastructure-embedded “situated practices”

Today, a number of high-profile initiatives across the globe (including the Digital Services
Actin Europe, the “Great Firewall” of China, Russia’s “sovereign Internet” and “anti-Apple”
laws, and many others) are concrete implementations of the “digital sovereignty” principle:
i.e. the idea that states should “reaffirm” their authority over the Internet and protect their
citizens, institutions, and businesses from the multiple challenges to their nation’s self-
determination in the digital sphere. According to this principle, sovereignty depends on
more than supranational alliances or international legal instruments, military might or
trade: it depends on locally-owned, controlled and operated innovation ecosystems, able

to increase states’ technical and economic independence and autonomy.

Presently, digital sovereignty is understood primarily as a legal concept and a set of
political discourses. As a consequence, it is predominantly analysed by political science,
international relations and international law. However, the study of digital sovereignty as
a set of infrastructures and socio-material practices has been largely neglected. In this
proposal, | argue that the concept of (digital) sovereignty should also be studied via the
infrastructure-embedded “situated practices” of various political and economic projects
which aim to establish autonomous digital infrastructures in a hyperconnected world.
Although this contribution is also a call for a wider and comparative research programme,
| will focus here on the “pilot case” of Russia, which is the subject of an ongoing research
project.

This contribution draws primarily upon three lineages of literature. The first lineage
includes Internet governance (IG) studies and in particular its subset that addresses the
concept of digital sovereignty and the relationship between digital networks and states
(Mueller, 2010, 2020; Haggart et al., 2021; Budnitsky & Jia, 2018; Couture & Toupin,
2019; Pohle & Thiel, 2020). The second lineage encompasses studies of information
systems according to science and technology studies (STS) and more specifically
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infrastructure studies (Bowker and Star, 1999; Galloway, 2004; DeNardis, 2009; Barry,
2006; Easterling, 2014; Karasti & Blomberg, 2018). The third, more recent, lineage seeks
to combine the lenses of infrastructure studies and |G studies (e.g. Epstein et al., 2016;
Musiani et al., 2016; DeNardis, 2009).

Russia, a “pilot case” for an infrastructure-based sociology of digital sovereignty

In several respects, the Russian Federation, with its “national” Internet (Runet), is an
interesting “pilot case” to work towards an infrastructure-based sociology of digital
sovereignty. In the first decade of the 21st century, the technical constraints on the
construction of the Runet have remained mostly invisible to its users (Deibert and
Rohozinski, 2010). However, since the early 2010s, increasingly strict regulations
imposed by the government have made these aspects more evident (Soldatov and
Borogan, 2015); in particular, Roskomnadzor, the federal government communications
control body, has seen its jurisdiction and reach rapidly extended, and relies on an
important nexus of collaborations with other public and private actors. Russian authorities
actively move towards an autonomisation and “sovereignisation” of the RuNet through
the adoption of new laws to counter foreign influences and agents, as well as their devices
and applications (FIDH, 2018).

The team of the ResisTIC (Criticism and circumvention of digital borders in Russia)’
project analyzes how different actors of the Runet resist and adapt to the recent wave of
authoritarian and centralizing regulations. The project has a focus on online resistance
and the lesser-known social practices and techniques deployed for circumventing online
constraints, focusing on the technical devices and assets involved in surveillance and
censorship, and on the strategies of resistance and circumvention ‘by infrastructure’ that
follow. Indeed, in response to the Russian government’s increasingly authoritarian grip,
direct political confrontation is difficult and risky; thus, the use of infrastructure is a way to
indirectly bypass constraints and coercion. A number of dynamic behaviors, which can
be qualified as infrastructure-based ruse and resistance, have emerged in close response
to legislation. Russian “digital resisters” adapt to new laws and invent new techno-legal
tweaks that challenge the Russian lawmaker.

In its final part, this contribution outlines four main dynamics identified by the ResisTIC
project in relation to digital sovereignty as a set of infrastructure-embedded practices (see
also Daucé and Musiani, 2021). First, the Russian government raises a number of
obstacles against foreign techniques and alternative infrastructures, considered as
“subversive”. Second, the technical implementation of these infrastructure-based
coercive measures often results in “collateral damage”. Third, the current Runet context
leads to the creation and development of new “digital champions” under an increasingly
close government supervision, such as the pressures and manipulations exerted by the
State on particular platforms and their algorithms. Finally, critiques of “governance by
infrastructure” dynamics emerge among internet users, which contributes to the rise of
new forms of “resistance by infrastructure”. Ultimately, the analysis of these dynamics
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shows how the Russian discourse on Internet sovereignty as a centralized and top-down
apparatus paradoxically open up technical and legal opportunities for mundane
resistances and the existence of “parallel” Runets, where particular instantiations of
informational freedom are still possible.
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